TO CONNECT TO YOUR WINDOWS COMPUTER REMOTELY:

1. OPEN THE START MENU AND CLICK THE SETTINGS

Alarms & Clock

Anaconda3 (64-bit)

Blend for Yisual Studio 2019

Box Drive

Caculator

Calendar

Camera

Connect




2. CLICK SYSTEM

< Settings

System
Display, sound, not
power

@ Personalization gg

Background, lock screen, colors

Gaming s

Game bar, captures,
broadcasting, Game Mode

EI Privacy 5]

Location, camera, microphone

Windows Settings

| Find a setting

Devices
Bluetooth, printers, mouse

Apps
Uninstall, defaults, optional
features

Ease of Access
Narrator, magnifier, high
contrast

Update & Security
Windows Update, recovery,
backup

Phone
Link your Android, iPhone

Accounts

Your accounts, email, sync,
work, other people

Search
Find my files, permissions

Network & Internet
Wi-Fi, airplane mode, VPN

(D$ Time & Language

Speech, region, date

O Cortana

Cortana language, permissions,
notifications



3. CLICK REMOTE DESKTOP

< Settings

@ Home

Find a setting R

System

3 Display

4) Sound

[J Notifications & actions
2 Focus assist

" Power & sleep

= Storage

8 Tablet mode

ot

Multitasking
Projecting to this PC

Shared experiences

Clipboard
I % Remote Desktop /

@® About

B X b




4. CLICK ENABLE REMOTE DESKTOP

Remote Desktop

Remote Desktop lets you connect to and control this PC from a
remote device by using a Remote Desktop client (available for
Windows, Android, iOS and macOS). You'll be able to work from
another device as if you were working directly on this PC.

Enable Remote Desktop

@ on

5. Open Remote Desktop by going Start menu and type Remote desktop

a All Apps Documents Email

Best match

L Remote Desktop Connection ~
»* .

App ¢

Goog
i Search the web

Remote Desktop Connection
/O remote - See web results

App
Settings (8+)
’ Open

Run as administrator

Open file location

Pin to Start

Pin to taskbar




It will look like this

% Remote Desktop Connection -

| Remote Desktop
»¢) Connection

Computer: :[E nter known computer address here]

Username: None specified

The computer name field ig#fank . Enter a full remote computer
name.
¥ Show Options Connect Help

6. Click Show options and then select Advanced and then Settings

y Remote Desktop
»¢) Connection

General Display Local Resources Experience Advanced ?

Server authentication

Server authentication verifies that you are connecting to the
intended remote computer. The strength of the verification
required to connect is determined by your system security

policy.
If server authentication fails:
Wam me v

Connect from anywhere

Configure settings to connect through Remote Desktop
Gateway when | am working remotely.

Settings...

?

(4 Hide Options Connect Help



7. Then, select Use these RD Gateway server settings and then set the Server name to
rdgw.byu.edu

&/_ Remote Desktop
>¢) Connection

Connection settings
O detect RD Gateway server settings

(® Use these RD Gateway server settings: /

Server name: lrdgw byu.edu

Logon method: Allow me to select later v

[[] Bypass RD Gateway server for local addresses

(O Do not use an RD Gateway server

Logon settings
User name: None specified
You will be asked for credentials when you connect to this RD
Gateway server.

[J Use my RD Gateway credentials for the remote computer

8. Click “OK” and then go back to the “General” tab.

9. Enter the specific computer address that you want to connect to. Do NOT use the
default address.



To Remote from PC to PC

1. Ensure that steps 1-4 from the previous section are completed both on the computer
you are remoting FROM as well as the computer to are remoting TO.

2. Open up Remote Desktop Connection as in previous steps and enter the computer
name (with or without “.byu.edu” appendage is ok) you want to remote into.

If you do not know the name of the remote computer, find it by opening Control Panel >
System and Security > System.

On the View basic information about your computer page, see the Full computer name
under the section Computer name, domain, and workgroup settings.

W Control Paned Syitem and Secunty’ System

+» 2 Contegl Panel System and Securty

Processer
Instalied memory (RAM!
System type

Pen and Towch

medR) Core(TM|

5 Microsolt Corperation. All rights reserved

T-2600M CPU @ 2.70GH: 270 GH:

' Ge

6454 Operatng System

wd-based processor

Pen and Touch Support mith 20 Touch Pomts

Computer name, doman, and workgrowp settings
orswcroe

Computer name
Full computer name
Computer descnpbion

Workgrous

Window actvation

Windows i actrvated 7o

Product ID

Security and Mantenance

am Windows10

You can also remote using the ip address of your computer. To find the IP address on
Windows 10, without using the command prompt:

Click the Start icon and select Settings.
Click the Network & Internet icon.

To view the IP address of a wired connection, select Ethernet on the left menu pane and
select your network connection, your IP address will appear next to "IPv4 Address".

To view the IP address of a wireless connection, select WiFi on the left menu pane and
click Advanced Options, your IP address will appear next to "IPv4 Address".



Then, using one of those two options, click “Connect” in the Remote Dekstop
Connection dialogue window:

% Remote Desktop Connection = X

| Remote Desktop
“»¢) Connection

Computer: mycomputer-123 v

Username: None specified

You will be asked for credentials when you connect.

v Show Options Connect Help

You will then be prompted to enter your credentials (these will be your netID and

password most likely. If it is prompting you to enter a username, prepend “BYU\” to
your netlD like “BYU\mynetid1”).

You should now have a remote desktop connection!



To Remote from PC to Mac

Download TightVNC onto the PC you want to connect FROM

Q) Download TightVNC x 4+

& C & tightvnc.com/download.php

HHISIT WIS LWU HILLHSINIY UPLUIUIES avainuuic 1ul

- Download (v1.3)
- Mailing_Lists
- Site Map

Licensing / SDK:

- Products & SDKs

- .NET Viewer SDK

- Server for Windows

- Server for Unix/Linux

TightVNC: TightVNC software:

- Home

- News 1. GNU General Public License version 2 (often
» Download abbreviated as GNU GPL). This is the default

licensing option. It's completely free but it
does not allow integration with closed-source
products. Read the complete text of the
license here (opens in a new window).

. Commercial source code license. Unlike GPL, it

allows integrating the software into
proprietary products, although it's not free.
Read more about commercial licensing.

Install Remote Ripple, our
new VNC Viewer for Android,
perfect mobile companion to
TightVNC!

GETITON
P> Google play

- Server for macOS
- Dispatcher

- Java Viewer

- Tight Decoder

Download TightVNC for Windows
(Version 2.8.27)

TightVNC 2.8.27 runs basically on any version of

Information: Windows (see more details here).

Screen Shots

- Documentation « Installer for Windows (64-bit) (2,236,416

o o

. Privacy Policy « Installer for Windows (32-bit) (2,035,712
. bytes)

Feedback:

. Report Bugs You can also download TightVNC source code (or

. Suggest Features purchase a commercial license):

- Contact Us

o TightVNC C++ source code for Windows, ZIP
archive (2,744,915 bytes)

More Products:
- Remote Ripple

See also:

2. Onyour Mac (the computer you want to connect TO), open System Preferences >
Sharing > Computer Settings

Sharing

Anyone may request permission to control screen

Compute
v VNC viewers may control screen with password: ee

Cancel

On  Service Scieen Sraning. vl

Other users can access your computer’s screen at vnc://a-

v Screen Sharing

Click the checkbox next to “VNC viewers may control screen with password.” Enter a
simple password (it will not allow you to enter a long one).



3. Back on the PC, open from the start menu the application “TightVNC Connection”

New TightVNC Connection — X |1
r

Connection [:
Remote Host: 10. 25.x.x| v Connect 1

Enter a name or an IP address. To specify a port number, .
append it after two colons (for example, mypc::5902). Options...

Reverse Connections

Listening mode allows people to attach your viewer to

their desktops. Viewer will wait for incoming connections. Listening mode

TightVNC Viewer
TightVNC is cross-platform remote control software.

- - Its source code is available to everyone, either freely
VN C (GNU GPL license) or commercially (with no GPL restrictions).

Version info... Licensing Configure...

NOTE: this connection is only going to work if you have VPN. A VPN allows you to get onto the
internal network. See the next section on how to request set up a VPN, then come back to this
step.

Now that you have a VPN and are connected via GlobalProtect, click “Connect” on the TightVNC
Connection window. This should create a remote connection to your mac. Sometimes the
display is a little out of whack. If this is the case, zoom out/in and use scroll bars. If it looks like
the screen is frozen, give it a second to think. Also, this connection will bring you to the login
screen of your computer. Then, after you log in, it will allow you to view a mirror image of your
mac computer from the PC.



Requesting a VPN

Faculty, students, and employees have a few options to connect to campus resources using a
VPN.

e You need first to order a VPN Account.
1. Goto
https://it.byu.edu/it?id=sc_cat item&sys id=8bb11a740a0a3c0e28efe64283cf7a8f
2. Login with your netID and password
3. After you login it should look like this

Home » AllCatalogs % ServiceCatalog » CSR > Order VPN Account

Order VPN Account Delivery Time:2 Days

Contact Number @

Required information

o
Administrative Access
(ot ofisar Raguested for |

* Choose the individual that this account is requested for: @

* Netld of User Requested for: @

General Campus Access

Additional Information @

@ Add attachments

®, FEEDBACK

4. Fill up the information and if you need more information click the ? and it will provide
more information for you. After you are done filling up the information click “Order

7

Now”.

e Then you need to go to https://gp-cmps.byu.edu/global-protect/getsoftwarepage.esp
and download the software that it will allow you to connect using the VPN.




paloalto

NETWORKS®

GlobalProtect Portal

Download Windows 32 bit GlobalProtect agent
Download Windows 64 bit GlobalProtect agent
Download Mac 32/64 bit GlobalProtect agent

Windows 32 bit OS needs to download
and install Windows 32 bit GlobalProtect
agent.

Windows 64 bit OS needs to download
and install Windows 64 bit GlobalProtect
agent.

Mac OS needs to download and install
Mac 32/64 bit GlobalProtect agent.

3. After the download is completed you will see this on the side of your screen

GlobalProtect

Welcome to GlobalProtect

Please enter your portal address

5. At the blank bar enter gp-cmps.byu.edu

Student employees need a full-time employee to sponsor their VPN access and then need to
call BYU IT Support (801-422-4000) to download the software. Client software for most 32 and
64-bit operating systems is available, including:

¢« MAC
e Windows



